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(54) Pointing and fingerprint identifier mechanism for a computer system 



(57) A computer system controller in the form of a 
pointing and fingerprint identifier mechanism provides 
both a pointing mode and a fingerprint identification 
mode. In the pointing mode, the mechanism serves as 
a pointing device for cursor movement control. In the 
fingerprint identification mode, the mechanism serves 
as a fingerprint identification device to prevent unauthor- 



ized use. These modes are generated and controlled by 
device code executed by control logic within the mech- 
anism. The device code thus integrates pointing func- 
tions and fingerprint identification functions in a single 
device. The need for a distinct fingerprint scanner sep- 
arate from a pointing device in a computer system is 
thereby eliminated. 
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Description 

[0001] The present invention relates to a pointing and 
fingerprint identifier mechanism of a computer system, 
in particular, a mechanism having a pointing mode and 5 
a fingerprint identification mode. 
[0002] As more and more sensitive data applications 
move to client/server systems, the concern with compu- 
ter security has grown. Passwords are commonly used 
to prevent unauthorized personnel from accessing a 10 
network. Passwords, however, have significant limita- 
tions. Passwords tend to be vulnerable to discovery by 
unauthorized personnel as users are reluctant to 
change them and frequently write them down. In addi- 
tion, there are, of course, certain personnel with the abil- is 
ity to bypass or decipher a user's password. 
[0003] Two common categories of network authenti- 
cation techniques used to supplement or replace pass- 
word protection are authentication tokens and biomet- 
rics. Authentication tokens require a user to present a 20 
physical object in addition to applying a user name and 
password to gain network access. The token is regis- 
tered with the server of the network system, and the al- 
gorithm for generating the token code is encrypted on 
the server. Some examples of tokens are smart cards, 2s 
cards having a personal identification number (PIN), 
and an access device allowing numbered key pad entry. 
The drawback of tokens is that they may easily be stolen 
or misplaced particularly when a number of personnel 
have access to them. 30 
[0004] Biometrics uses a physical characteristic 
unique to an individual, such as fingerprints, handwrit- 
ing, or voice and facial features, to authenticate a net- 
work user. As an authentication technique, biometrics 
has been more promising. Unlike token and password 35 
authentication techniques, biometrics does not require 
3 user to carry around tokens or remember passwords. 
[0005] Using fingerprinting as an authentication tech- 
nique for network systems, however, has required a dis- 
tinct fingerprint scanner in addition to the typical hard- 40 
ware ofa computer system. An internal fingerprint scan- 
ner or recognition device for instance has been connect- 
ed to a monitor of a computer to allow for fingerprint 
identification when a user's finger is placed on touch- 
screen fields on the monitor as described in US-A-5 420 45 
936. This dedicated hardware necessary for fingerprint 
identification has undesirably required a significant 
amount of space within a computer system. A fingerprint 
scanner also has been provided as an external periph- 
eral device of the computer system. Such a scanner, so 
however, has required a significant amount of desktop 
surface area. 

[0006] Turning from the field of network authentica- 
tion to the separate field of pointing devices in a com- 
puter system, movement of a cursor may be controlled ss 
by a user's finger contacting a glass optical filter termed 
a "window" of a pointing device, as described in US-A- 
5 578 817. With the user's finger positioned on the sur- 



face of the window, a fingerprint image is formed on an 
optical sensor by using a number of lenses to provide 
an optical path from the window to the optical sensor for 
light emitted from a light source. The light source is in- 
ternal to the pointing device and is positioned to reflect 
light from the window to the optical sensor. So far as is 
known, a single device for integrating cursor control and 
fingerprint identification in a computer system has not 
been disclosed, discussed or described in terms that 
one skilled in the art could make or use any such device. 
Moreover, conventional pointing devices such as track- 
balls, touch pads, and force sticks of a computer system 
have been relatively large in volume and have required 
a relatively large surface area. 
[0007] Briefly, the present invention provides for a 
pointing and fingerprint identifier mechanism of a com- 
puter system. The mechanism has a pointing mode and 
a fingerprint identification mode. In the pointing mode, 
the mechanism serves as a pointing device. In the fin- 
gerprint identification mode, the mechanism serves as 
afingerprint identification device. These modes are gen- 
erated and controlled by device code executed by con- 
trol logic within the mechanism. The device code thus 
allows for integration of pointing functions and finger- 
print identification functions in a single device. In addi- 
tion, the pointing and fingerprint identifier mechanism 
saves desktop surface area by eliminating the need for 
a distinct pointing device and a distinct fingerprint iden- 
tification device. 

[0008] A better understanding ofthe present invention 
can be obtained when the following detailed description 
of the preferred embodiment is considered in conjunc- 
tion with the following drawings, in which: 

Figure 1 is a simplified schematic diagram of a net- 
work of computer systems; 
Figure 2 is a simplified schematic diagram of a com- 
puter system of Figure 1 including a pointing and 
fingerprint identifier mechanism of the present in- 
vention; 

Figures 3A, 3B, and 3C are is a schematic diagrams 
of the components of the pointing and fingerprint 
identifier mechanism of Figure 2; 
Figures 4A-4B are flow charts of the process for 
controlling the fingerprint identification mode and 
pointing mode ofthe pointing and fingerprint identi- 
fier mechanism of Figures 2 and 3A-3C; and 
Figure 4C is a flow chart of the process for gener- 
ating the pointing mode of the pointing and finger- 
print identifier mechanism of Figures 2 and 3A-3C 
in accordance with the control process of Figures 
4A-4B. 

[0009] Turning now to the drawings, Figure 1 is a 
schematic diagram of a Network N. The network N in- 
cludes multiple computer systems C coupled to one an- 
other by a common bus 2. Each computer system C is 
coupled through the common bus 2 to a server 4. The 
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server 4 includes a processor 6 coupled to a memory 8. 
The network N may be configured for a client/server en- 
vironment. In such an environment, each computer or 
workstation C is a client ofthe server 4. Other typical 
components ofa computer network which are unneces- 
sary to gain an understanding of the present invention 
have been omitted. 

[0010] Figure 2 is a simplified schematic diagram of 
each computer system C of the network N. The compu- 
ter systems C each include a processor 1 0 and a system 
memory 1 2 connected by a host bus H. The host bus H 
is coupled to a PCI bus P through a host to PCI bridge 
14. The PCI bus P is further coupled to the pointing and 
fingerprint identifier mechanism or identification device 
16 of the present invention. The device 16 includes a 
fingerprint sensor 18 and sensor control logic 20. Other 
typical components of a computer which are unneces- 
sary to gain an understanding of the present invention 
have been omitted. It should be understood that the 
pointing and fingerprint identifier mechanism of the 
present invention may be provided in a single computer 
such as a portable computer or may be provided in a 
computer system of a network. 
[0011] Considering the pointing and fingerprint iden- 
tifier mechanism 1 6 more in detail, the fingerprint sensor 
1 8 may be optical as shown in sensor embodiment (Fig- 
ure 3A) or capacitive as shown in sensor embodiment 
(Figure 3B). For the optical embodiment, the fingerprint 
sensor 18 includes an external lens 26 having a flat or 
curved surface on which a user's finger 24 may be 
placed. The external lens 26 may have a wide aperture 
so that objects not placed on the lens 26 are out of focus. 
In this way when a user's finger 24 is placed on the lens 
26, other objects are not sensed by the fingerprint sen- 
sor 18. The sensor 18 internally includes light sources 
32, internal lenses 28, and an optical sensor 30 made 
of suitable photoconductive materials. An example of 
such an optical sensor 30 is a charge-coupled-device 
(CCD) sensor. The light sources 32 may be of visible or 
infrared light and provide adequate light energy to illu- 
minate the user's finger 24. An example of a suitable 
light source 32 is a light emitting diode (LED). The light 
sources 32 are preferably operated in a pulsed mode to 
conserve battery life. 

[0012] Light rays as shown schematically at L are 
emitted from the light sources 32 to the external lenses 
26. When the user's finger 24 is placed on the external 
lens, the light L reflects off of the external lens 26 and 
passes through internal lenses 28 situated in a focal 
plane between the external lens 26 and the optical sen- 
sor 30. The internal lenses 28 focus the light L for col- 
lection by the optical sensor 30. The user's fingerprint 
optically represents a unique pattern of light and dark 
spaces to the optical sensor 30. By collecting the fo- 
cused light from the internal lenses 28, the optical sen- 
sor 30 allows a fingerprint image of the user's finger 24 
to be formed on a portion of the optical sensor 20. The 
illumination of the light sources 32 is controlled by sen- 



sor control logic 38 through a light source control bus 45. 
[001 3] Suitable focal lengths for the lenses 26 and 28 
and a suitable optical path length from the external lens 
26 to the optical sensor 30 are used to allow for forma- 
5 tion of a fingerprint image on the sensor 30. In addition, 
the internal lenses 28 and optical sensor 30 are optically 
aligned and positioned to achieve a suitable degree of 
reflection ofthe light L to the sensor 30. For instance, 
the lenses 28 and optical sensor 30 may be oriented to 
allow for total internal reflection of the light L in the ab- 
sence of interference. In such a case, a user's finger 24 
present on the external lens 26 cancels the reflection of 
light L in the areas where the user's finger 24 contacts 
the lens 26. 

[0014] The optical sensor 30 may include a pixel ar- 
ray, a signal processor for processing optical informa- 
tion, and a timing driver for controlling the sampling time 
for the pixel array. It should be understood by those in 
the art that the pixel array may be a linear array or an 
area array. The optical sensor 30 collects the light en- 
ergy representing the fingerprint image and converts it 
to electrical signals having a digital form. Turning to Fig- 
ure 3C, the digital data 36 is routed from the optical sen- 
sor 30 to the sensor control logic 38 through an optical 
array control bus 42. The digital data 36 is also provided 
to the processor 10 of the computer C. If the computer 
system C is on a network N, the processor 10 is capable 
of sending the digital data 36 to the processor 6 of the 
server 2. 

[0015] Alternatively, the fingerprint sensor 18 may 
have a capacitive embodiment (Fig. 3B) rather than an 
optical embodiment (Fig. 3A). The capacitive embodi- 
ment includes a capacitive plate 34 for placement of the 
user's finger 24. The user's finger 24 serves as the other 
capacitive plate. The capacitive plate 34 may be formed 
of metal or other suitable capacitive materials and in- 
cludes a pixel array. In response to changes in capaci- 
tance, the capacitive plate 34 forms a fingerprint image. 
For instance, the sensor 18 may measure changes in 
capacitance between the pixels of the pixel array. While 
the sensor 1 8 may use only a single capacitive plate 34, 
the use of additional capacitive plates for a fingerprint 
sensor is also contemplated. The capacitive sensor 18 
converts the fingerprint image formed on the capacitive 
plate 34 to digital form 36. Turning to Figure 3C, the dig- 
ital data 36 is provided to the sensor control logic 38 
through a capacitive sensor control bus 44. The sensor 
control logic 38 may be an embedded controller ofthe 
pointing and fingerprint identification device 16. As in 
the optical embodiment, the digital data 36 is also pro- 
vided to the processor 10 of the computer system C for 
the capacitive embodiment B. If the computer system C 
is on a network N, the processor 10 is capable of send- 
ing the data to the processor 6 of the server 2. 
[0016] The sensor control logic 38 includes a program 
storage device 40 such as a read-only-memory which 
stores device code 46 to be executed by the sensor con- 
trol logic 38. The device code 46 generates a pointing 
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mode and a fingerprint identification mode ofthe pointing 
and fingerprint identification device 16. In the pointing 
mode, the device 16 serves as a pointing device. In the 
fingerprint identification mode, the device 16 serves as 
a fingerprint identification device. Operation and control 
ofthese modes are illustrated by Figures 4A-4C. At step 
100, the control process begins with the computer sys- 
tem C being powered. Control then passes to step 102 
wherein the pointing and fingerprint identification device 
16 of the present invention is initialized. This initializa- 
tion step may include accessing a number of services 
that interface with firmware and hardware to achieve an 
initialized configuration for the device 16. This initializa- 
tion step should also include initializing resolution val- 
ues and other parameters particular to the fingerprint 
identification mode of the pointing and fingerprint iden- 
tification device 16. After this initialization, the device 16 
is configured for a fingerprint identification mode. 
[0017] Next, in step 104, the device 16 enters the fin- 
gerprint identification mode. Within the fingerprint iden- 
tification mode, the pointing and fingerprint identification 
device 16 functions as a typical fingerprint scanner. If 
the computer system C is in a single computer, the de- 
vice 16 retrieves a default user name in step 105. From 
step 1 05, control proceeds to step 1 09 wherein a prompt 
is provided for a password. If the computer system C is 
on a network N, control proceeds to step 106 wherein a 
prompt is provided for a user name. The validity of the 
entered user name is determined in step 1 08. If the user 
name is invalid, control returns to step 106 wherein a 
prompt is again provided for a user name. If the user 
name is valid, control passes to step 109 wherein the 
user is prompted for a password. Password protection 
is an optional feature of the fingerprint identification 
mode. Further, it should be understood that a user may 
be prompted for a series of passwords rather than a sin- 
gle password. The validity of the user password entered 
is determined in step 1 1 1 . If the password is invalid, con- 
trol returns to step 109 wherein the user is again prompt- 
ed for a password. 

[0018] If the password is valid, control proceeds to 
step 107 wherein the device code 46 checks for a fin- 
gerprint image on the fingerprint sensor 18. If a finger- 
print image is detected, control passes to step 112 
wherein a fingerprint image is generated. If a fingerprint 
image is not detected in step 107, control proceeds to 
step 110 wherein the user is prompted for fingerprint 
identification. The user's finger 24 may then be placed 
onto the fingerprint sensor 18. At this point, the device 
code 46 waits for a click of a button of the device 16, 
such as a button typically provided on a conventional 
pointing device, indicating the user is ready for finger- 
print identification. After such a click is detected, the de- 
vice code 46 instructs the device 16 generate a finger- 
print image in step 112. Clicking a button of the device 
1 6 thereby serves as a backup to self -detection of a fin- 
gerprint image by the device 16. In step 113, it is deter- 
mined whether a fingerprint image was generated dur- 



ing step 11 2. If generation of a fingerprint image was not 
successful, control returns to step 110 whereby the user 
is again prompted for fingerprint identification. This may 
occur for a number of reasons. For example, a user's 
5 finger 24 may not be in contact with the fingerprint sen- 
sor 18. This may also occur if the user's finger is not 
making a contact of sufficient area with the sensor 18. 
[0019] If a fingerprint image is successfully generat- 
ed, control proceeds to step 1 1 4. In step 1 1 4, if the com- 
puter system C is on a network N, then code stored in 
the memory 8 of the server 4 for initiating a fingerprint 
algorithm 12 is executed by the processor of the server 
4. If the computer system C is a single computer, then 
in step 114 code stored in the memory 12 of the com- 
puter C for initiating a fingerprint algorithm is executed 
by the processor 10 ofthe computer system C. The fin- 
gerprint algorithm compares the generated fingerprint 
image with a stored fingerprint or fingerprint identifica- 
tion record corresponding to the user name. Algorithms 
suitable for fingerprint identification are conventional 
and known to those in the art. The fingerprint or finger- 
print identification record corresponding to any author- 
ized user name has been stored in the memory 8 of the 
server 4. A fingerprint identification record is a unique 
set of values representing a fingerprint image. The fin- 
gerprint data for each user may be encrypted to reduce 
the likelihood of an unauthorized person gaining access 
to such data. Storing a fingerprint identifier record is a 
known alternative to storing an actual fingerprint image. 
[0020] In step 116, it is determined whether a finger- 
print match was made. If there is a match between the 
fingerprint image collected and the stored fingerprint im- 
age or identifier record, control passes to step 118 
wherein the user is logged in. If there is not a fingerprint 
match, control in a computer system C on a network N 
returns to step 106 wherein the user is again prompted 
for a user name. If there is not a fingerprint match in a 
single computer system C, control returns to step 105 
wherein the default user name is retrieved. If the user 
has been authenticated by fingerprint identification, the 
device 16 in step 120 exits the fingerprint identification 
or ID mode. In step 122, the device 16 enters the point- 
ing mode. In this mode, the pointing and fingerprint iden- 
tification device 16 serves as a pointing device. 
[0021] Turning to Figure 4C, the process for control- 
ling the pointing mode ofthe pointing and fingerprint 
identification device 16 or fingerprint device 16 shown. 
In step 130, the device 16 is initialized for a pointing 
mode. Any setting of the device 16 for use in a pointing 
mode which differs from settings in a fingerprint identi- 
fication mode are reset for the pointing mode of the de- 
vice 16. An example of such a setting may be the reso- 
lution of the fingerprint image. The resolution used by 
the device 16 for the pointing mode may be less than 
the resolution used by the device 16 for the fingerprint 
identification mode. 

[0022] Next in step 132, the pointing and fingerprint 
identification device 16 acquires a fingerprint image us- 
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ing an optica! orcapacitive fingerprint sensor 18. In step 
134, a determination is made whether a suitable image 
was acquired. If a suitable image was not acquired, con- 
trol returns to step 132 where a fingerprint image is 
again acquired, if a suitable image was acquired, control 
passes to step 1 36 wherein the unique features of the 
fingerprint image such as locations where lines in a fin- 
gertip curve, split, or peak are sampled. In step 1 38, the 
device 16 samples the current unique fingerprint fea- 
tures and compares those features to the previous sam- 
ple of fingerprint features. If there are no changes, con- 
trol returns to step 132 wherein a fingerprint image is 
again acquired. 

[0023] If there are changes in the fingerprint features 
between a current sample and a previous sample in step 
1 38, control passes to step 1 40 wherein the device code 
46 calculates the differences in these features and 
translates those differences into Ax and Ay. Ax repre- 
sents any relative horizontal movement of these fea- 
tures, and Ay represents any relative vertical movement 
of these features. Ax and Ay differences are not only de- 
tected by a user sliding a finger 24 across the sensor 
18, but Ax and Ay are also detected when a user rocks 
a finger 24 contacting the sensor 18 in a particular di- 
rection. Next, in step 1 42, the device code 46 scales and 
filters Ax and Ay as an intermediary processing stage. 
Ax and Ay are then converted to a pointing data format 
in step 144. In step 146, the pointing data is provided to 
the processor 10 of the computer system S. The proc- 
essor 10 then uses the pointing data to determine the 
movement of a cursor on a screen of the computer C in 
step 1 48 as is known in the art. The cursor is thus moved 
in a manner comparable to the detected movement of 
fingerprint features. 

[0024] From step 1 48, control passes to step 1 24 (Fig. 
4B) wherein it is determined if there has been an ab- 
sence of any change in unique fingerprint image fea- 
tures within a certain period oftime and whether the 
computer system C has been placed in a low power 
mode. In either situation, it may be desirable for the 
pointing and fingerprint identification device 16 to return 
to a fingerprint identification mode. If the device 16 has 
been idle or the computer system C has been placed in 
a low power mode, control returns to step 104 (Fig. 4A) 
wherein the fingerprint identification mode is reentered. 
If the pointing and fingerprint identification device 1 6 has 
not been idle and the computer system C has not been 
placed in a low power mode, control passes to step 1 26 
(Fig. 4B) wherein the device 16 remains in a pointing 
mode. Next, in step 128, the device code 46 determines 
whether a fingerprint identification macro has been in- 
voked. The macro may be invoked by a certain combi- 
nation of keystrokes on the keyboard. A user may desire 
to invoke a fingerprint identification macro when a user 
intends to leave the computer C and does not wish to 
power off the computer system C. If the fingerprint iden- 
tification macro is invoked, control passes to step 104 
(Fig. 4A) wherein the pointing and fingerprint identifica- 



tion device 16 reenters a fingerprint identification mode. 
If a fingerprint identification macro has not been in- 
voked, control returns to step 124 wherein the device 
code 46 again determines if the computer system C is 
s in a low power mode or whether the device 1 6 has been 
idle for a particular period oftime. These steps of deter- 
mining whether the device 16 is idle, whether the com- 
puter system C has been placed in a low power mode, 
and whether a fingerprint identification macro has been 
invoked are optional features of the fingerprint identifi- 
cation mode of the pointing and fingerprint identification 
device 16 which preferably are configurable by a user. 
[0025] From the foregoing, it can be seen that the 
present invention is a single device providing pointing 
and fingerprint identification functions. In contrast, con- 
ventional computer systems with pointing and finger- 
print identification capabilities have required a distinct 
pointing device and a distinct fingerprint scanner. A 
pointing device and a fingerprint scanner have both re- 
quired a significant amount of desktop surface area. 
Thus, the present invention by providing device code 46 
for generating a pointing mode of the device 16 and for 
generating a fingerprint identification mode of the device 
16 achieves an integration of pointing functions and fin- 
gerprint identification functions into a single device of a 
computer system C. 

Claims 

1 . A computer system pointing and fingerprint identifi- 
er mechanism, the mechanism having a pointing 
mode and a fingerprint identification mode, the de- 
vice comprising: 

a fingerprint sensor for acquiring a digital fin- 
gerprint image from a user's finger contacting 
said fingerprint sensor; and 
sensor control logic coupled to said fingerprint 
sensor for retrieving the digital fingerprint im- 
age from said fingerprint sensor, converting the 
fingerprint image to pointing data if said point- 
ing and fingerprint identifier mechanism is in 
the pointing mode, and comparing the digital 
fingerprint image with stored fingerprint data if 
said pointing and fingerprint identifier mecha- 
nism is in the fingerprint identification mode. 

2. The mechanism of claim 1, wherein said sensor 
control logic provides the digital fingerprint image to 
a network server to be compared with fingerprint da- 
ta stored by the network server if said pointing and 
fingerprint identifier mechanism is in the fingerprint 
identification mode. 

3. The mechanism of claim 1 or claim 2, wherein said 
fingerprint sensor is an optical sensor. 
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4. The mechanism of claim 3, said optical fingerprint 
sensor comprising: 

an external lens for contacting a user's finger; 
one or more internal lenses for focusing a fin- 
gerprint image of the user's finger; 
one or more light sources for illuminating the 
user's finger; and 

an optical sensor for forming the fingerprint im- 
age of the user's finger on said optical sensor. 

5. The mechanism of claim 3 or claim 4, wherein said 
optical sensor comprises a charge-coupled-device 
(CCD). 

6. The mechanism of claim 4, wherein said light sourc- 
es are light emitting diodes (LEDs). 

7. The mechanism of claim 4, wherein said sensor 
control logic controls the illumination of said light 
sources. 

8. The mechanism of claim 4, wherein said external 
lens comprises a curved surface for placement of 
the user's finger. 



10 

a program storage device, storing: 

a code for generating the pointing 
mode of said pointing and fingerprint 
5 identifier mechanism; and 

a code for generating the fingerprint 
identification mode of said pointing 
and fingerprint identifier mechanism. 

10 15. The computer system of claim 14, said program 
storage device further storing: 

a code for transitioning between the pointing 
mode and the fingerprinting identification mode 
*5 of said pointing and fingerprint identifier mech- 

anism. 

16. The computer system of claim 14 or claim 15, in- 
cluding a pointing and fingerprint identifier mecha- 

20 nism according to any of claims 1 to 1 3. 

17. The computer system of any of claims 14 to 16, 
wherein said processor is coupled to a network 
server storing fingerprint data and a fingerprint iden- 

25 tificatior> algorithm. 
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9. The mechanism of claim 4, wherein said external 
lens comprises a flat surface for placement of the 
user's finger. 

10. The mechanism of claim 1 or claim 2, wherein said 
fingerprint sensor is a capacitive sensor. 

11. The mechanism of claim 10, wherein said capaci- 
tive fingerprint sensor comprises a capacitive plate 
for acquiring a fingerprint image responsive to con- 
tact by the user's finger. 

12. The mechanism of any of claims 1 to 11, wherein 
said sensor control logic is an embedded microcon- 
troller. 

13. The mechanism of any of claims 1 to 11, wherein 
said sensor control logic comprises said program 
storage device. 



18. The computer system of claim 17, wherein said 
processor sends a fingerprint image of a user to 
said network server. 

30 

19. The computer system of claim 17 or claim 18, 
wherein said network server executes code for ini- 
tiating the fingerprint identification algorithm. 

35 20. A method of integrating pointing and fingerprint 
identification for a single device of a computer sys- 
tem, the device having a fingerprint identification 
mode and a pointing mode, comprising the steps of: 

40 placing said device in a fingerprint identification 

mode; 

controlling the fingerprint identification mode of 
said device; 

placing said device in a pointing mode; and 
45 controlling the pointing mode of said device. 



40 



45 



14. A computer system having integrated pointing and 
fingerprint identification capabilities, comprising: 

a processor; so 
a pointing and fingerprint identifier mechanism 
coupled to said processor and having a pointing 
mode and a fingerprint identification mode, said 
mechanism serving as a pointing device in a 
pointing mode and serving as a fingerprint iden- 55 
tifier in a fingerprint identification mode, com- 
prising: 



21. The method of claim 20, wherein said step of con- 
trolling the fingerprint identification mode comprises 
the step of comparing a digital fingerprint image of 
a user acquired by a sensor of said device with 
stored fingerprint data corresponding to a user 
name. 

22. The method of claim 20, wherein said step of con- 
trolling the fingerprint identification mode comprises 
the step of comparing a password entered by a user 
with a stored password corresponding to a user 
name. 
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23. The method of any of claims 20 to 22, wherein said 
step of controlling the pointing mode of said device 
comprises the step of sampling a fingerprint image 
of a user acquired by a sensor of said device to de- 
tect movement of the user's finger. s 

24. The method of claim 20, wherein said step of plac- 
ing said device in a fingerprint identification mode 
comprises the step of detecting if the computer sys- 
tem is in a low power mode. 10 

25. The method of claim 20, wherein said step of plac- 
ing said device in a fingerprint identification mode 
comprises the step of detecting if the device has 
been idle for a predetermined period of time. 15 

26. A method of controlling operation of a computer with 
a fingerprint mechanism while preventing unauthor- 
ized use of the computer, comprising the steps of: 

20 

detecting presence of a user's finger on the fin- 
gerprint mechanism; 

verifying the finger placed on the fingerprint 
mechanism is from an authorized user; and 
controlling the computer with the fingerprint 25 
mechanism. 

27. The method of claim 26, wherein said verifying step 
comprises the step of entering a fingerprint identifi- 
cation mode of the fingerprint mechanism. 30 

28. The method of claim 26 or claim 27, wherein said 
controlling step comprises the step of entering a 
pointing mode of the fingerprint mechanism. 

35 



40 



45 



50 



55 



7 



EP 0 905 646 A1 




8 



EP 0 905 646 A1 




EP0 905 646A1 




EP0 905 646A1 



44 



TT 

I I 
I l 



42 



OR 



TT 



SENSOR 
CONTROL 
LOGIC 



PROGRAM 
STORAGE 
DEVICE 



,10 



PROCESSOR 



12 



MEMORY FOR 
FINGERPRINT ID 
ALGORITHMS & 
FINGERPRINT 
PATTERNS OR 
IDENTIFIER FIELDS 



FIG. 3C 



11 



EP0905 646A1 



( START Y 



100 



102 



INITIALIZE POINTING 
AND FINGERPRINT 
ID DEVICE 



104 



0- 



ENTER FINGERPRINT 
ID MODE 



105- 



RETRIEVE DEFAULT 
USER NAME 



F/G. 4A 



106 



PROMPT FOR 
USER NAME 




PROMPT FOR 
USER PASSWORD 




PROMPT FOR 
FINGERPRINT IO 



112 



GENERATE 
FINGERPRINT IMAGE 




114 



FINGERPRINT 
ALGORITHM COMPARES 
FINGERPRINT IMAGE 
WITH STORED 
FINGERPRINT 
OR FINGERPRINT 
IDENTIFIER RECORD 
CORRESPONDING 
TO USER NAME 




s~ 118 
I USER LOG | 



12 



EP 0 905 646 A1 



1 



DEVICE EXITS 
FINGERPRINT 
ID MODE 



120 



122 



DEVICE 
ENTERS 
POINTING 
MODE 




126 



DEVICE 
REMAINS IN 
POINTING 
MODE 



128 



FINGERPRINT 
ID MACRO 
INVOKED 



FIG. 4B 



13 



EP 0 905 646 A1 



r 



122 



( POINTING MODE) 

7 



f30 



I INITIALIZATION | 



132 



I ACQUIRE IMAGE j 



-134 

' SUITABLE N 




136 



138 



140 



SCALE AND FILTER 
AX ANDAY 



142 



144 



CONVERT AX AND AY 
TO POINTING 
DATA FORMAT 



I 



146 



SEND POINTING 
OATA TO PROCESSOR 



,148 



MOVE CURSOR BASED 
ON POINTING DATA 



FIG. 4C 



14 



EP 0 905 646 A1 



European Patent 
Office 



EUROPEAN SEARCH REPORT 



Application Number 

EP 98 30 7775 



DOCUMENTS CONSIDERED TO BE RELEVANT 




Category 


Citation of document with indication, where appropriate, 
of relevant passages 


Relevant 
to claim 


CLASSIFICATION OF THE 
APPLICATION (lnt.C1.6) 


X 


CA 2 197 409 A (DEW ENGINEERING AND DEV 
LTD) 13 August 1997 

* page 7, line 21 - page 8, line 17; 
figure 1 * 

* page 15, line 17 - page 16, line 6 * 

* page 17, line 13 - line 27; figures 
15,16 * 

* page 18, line 15 - line 27; figure 18 * 

* page 23, line 4 - line 17; figure 26 * 


1-28 


G06K11/18 
G06K 11/08 
G06K9/00 


X 


WO 97 29477 A (SCOTT JOHN DOUGLAS ;IDENTIX 
INC (US)) 14 August 1997 

* page 2, line 30 - page 3, line 20 * 

* page 10, line 7 - page 12, line 23 * 

* page 12, line 34 - page 13, line 5 * 

* page 13, line 14 - line 33 * 

* page 17, line 14 - line 28; figure 1 * 

* page 19, line 8 - page 20, Hne 9 * 

* page 20, line 16 - line 30; figure 8 * 


1-9, 
12-28 




D,X 


US 5 578 817 A (BIDIVILLE MARC ET AL) 
26 November 1996 


1,3,13 


TECHNICAL FIELDS 
SEARCHED <lnLC1.6) 


A 


* column 25, Hne 33 - column 26, Hne 42; 
figure 22 * 


4 


G06K 
G06F 


X 


PATENT ABSTRACTS OF JAPAN 

vol. 016, no. 451 (P-1424), 

18 September 1992 

& JP 04 158434 A (TOSHIBA CORP), 

1 June 1992 

* abstract * 


1,3,13 




A 


PATENT ABSTRACTS OF JAPAN 

vol. 014, no. 140 (M-0950), 16 March 1990 

& JP 02 008473 A (0MR0N TATEISI ELECTRON 

CO), 11 January 1990 

* abstract * 

-/-- 


4,8,9 




The present search report has been drawn up for all claims 







Ptectotseaidi 

THE HAGUE 



Date of compbdon of th« Much 

18 December 1998 



Bravo, P 



CATEGORY OF CITED DOCUMENTS 

X : particularly relevant if taton alone 

Y : paiticuta/ty relevant if combined wRh another 

document of the same category 
A : technological background 
O : non-written disclosure 
P: 



T : theory or principle underlying the invention 
E : earlier patent document, but published on. or 

after the filing date 
O : document ctted in the application 
I : document cited for other reasons 



A: member of thee 
document 



3 patent family, corresponding 



15 



EP 0 905 646 A1 



J 



European Patent 
Office 



EUROPEAN SEARCH REPORT 



Application Number 

EP 98 30 7775 



DOCUMENTS CONSIDERED TO BE RELEVANT 



Category 



Citation of document with indication, where appropriate. 
of relevant passages 



Relevant 
to claim 



CLASSIFICATION Of THE 
APPLICATION (IntCU) 



EP 0 752 638 A (IBM) 8 January 1997 

* abstract * 

* column l t line 50 - column 2, line 4 * 

* column 2, line 44 - column 3, line 4 * 

EP 0 171 747 A (METAPHOR COMPUTER SYSTEMS) 
19 February 1986 

* abstract * 



24,25 



7,25 



TECHNICAL FIELDS 
SEARCHED (InLCI.S) 



The present search report has been drawn up for ail claims 



Ptact of search 

THE HAGUE 



Dele of cofnptafon of flie search 

18 December 1998 



Bravo, P 



CATEGORY OF CITED DOCUMENTS 

X : partteularty relevant rf talon alone 

Y : partteularry relevant if combined with another 

document of the tame category 
A : technological background 
O : rton-wrfflen disclosure 
P: 



T : theory or principle underlying the Invention 
E : earHer patent document, but published on, or 

after the fling date 
0 : document cited In the application 
L : document cited for other reasons 

A : member of the same patent family, corresponding 
document 



16 



EP 0 905 646 A1 



ANNEX TO THE EUROPEAN SEARCH REPORT 

ON EUROPEAN PATENT APPLICATION NO. EP 98 30 7775 



This annex lists the patent family members relating to the patent documents cited in the above-mentioned European search report. 
The members are as contained in the European Patent Office EDP file on 

The European Patent Off ice is in no way liable for these particulars which are merely given tor the purpose of information. 

18-12-1998 



Patent document 




Publication 




Patent family 


Publication 


cited in search report 




date 




member(s) 


date 


CA 2197409 


A 


13-08-1997 


CA 


2193041 A 


13-08-1997 


WO 9729477 


A 


14-08-1997 


AU 


2121997 A 


28-08-1997 


US 5578817 


A 


26-11-1996 


US 


5703356 A 


30-12-1997 








US 


5288993 A 


22-02-1994 








DE 


19615568 A 


14-11-1996 








US 


5729009 A 


17-03-1997 








AU 


4881993 A 


21-04-1994 








CA 


2107743 A 


06-04-1994 








DE 


4333992 A 


19-05-1994 








ES 


2079288 A 


01-01-1996 








FR 


2696566 A 


08-04-1994 








GB 


2271847 A, 8 


27-04-1994 








IT 


1262566 B 


04-07-1996 








OP 


6195168 A 


15-07-1994 








NL 


9301709 A 


02-05-1994 


EP 0752638 


A 


08-01-1997 


JP 


9034577 A 


07-02-1997 


EP 0171747 


A 


19-02-1986 


CA 


1244960 A 


15-11-1988 




i For more details about tnb annex : see Official Journal of the European Patent Office, no. 1 2/82 



17 



